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Who are we?

INTERNAL AFFAIRS ,l

Te Tari Taiwhenua

Service Delivery & Operations Branch

ldentity & Data Services

General Manager: Andrea Gray

Department of Internal Affairs



ldentity services

* |dentity consultancy

« Custodian of the Evidence of Identity Standard
« Document Verification Guides
* |dentity Fraud Awareness

* Igovt logon service

* Igovt identity verification service

Department of Internal Affairs
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Presentation Notes
Identity consultancy: We assist agencies in complying with the EOI Standard and conduct risk assessments (approx 50 – 60 per annum). 


Data Services

» Data Validation Service
(DVS)

« Data provision under
Information Sharing
Agreements
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PUBLIC AWARENESS OF
IDENTITY FRAUD



Public Awareness work

 |dentity Theft key messages
* |dentity Theft Checklist
« Good Practice Guide for Identity Fr

Next step:
www.identity.govt.nz
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Presentation Notes
International research indicates that identity crime may cost NZ up to $209 million each year and affect up to 133,000 New Zealanders.

The Identity Theft key messages are aimed at the public and will be on the Identity website.

The Identity Theft Checklist is aimed at victims of identity theft and explains what to do if they think they are a victim. It is currently on the DIA website.

The Good Practice Guide for Identity Fraud Control is aimed at government agencies and private sector organisations and is a guide to creating systems and business processes to avoid, detect and recover from identity fraud.

The website will collate all useful information on the topic for people, business and government.

Hard copies of the Good Practice Guide are in the folders. There are print outs of the Identity Theft Checklist and some FAQs to take away.




Document Verification Guidance

Documents are often used to verify an identity. The Data
Validation Service (DVS) is the most foolproof way to verify a
document, but we also have guidance on the features in
documents to assist in verifying their authenticity.

In-Confidence version (Contact ICCP@dia.govt.nz for copies)

Identity Documents
sssssssssss
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Presentation Notes
This document can be provided to fraud teams in government agencies and banks. It is In Confidence, so cannot be provided to counter staff. If you are interested, please email us as we record who has copies. An update will be available soon, as some documents are undergoing changes.


Document Verification Guidance
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Public version (on PSI)

https://psi.govt.nz/evidence/Lists/W hats%20Coming/Attachments/32/Document%20Verification%20Guide%20Version%201%202011.pdf

This will be available on the DIA website soon.

Email docverify@dia.govt.nz if you would like to be notified
when it is available online, or to be emailed a copy.

Department of Internal Affairs
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Presentation Notes
Currently on the PSI, we can email it to you though. Hard copies available to take away.

This is available for the general public and contains overt security features. It will be on the DIA website soon for download. 

Make sure you register your download to be informed when new versions are available. 

Driver licence, firearms licence and immigration visas will be added in the next few months.
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Sharon Dilks

DATA VALIDATION SERVICE
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Data Validation Service

* Supports EOI
compliance

* Privacy protective
* Up to date data
* Simple and cost effective

* Reduces the risk of data
loss/potential misuse

Department of Internal Affairs
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Presentation Notes
Support EOI compliance
EOI a good practise guide for verifying identity
High level of confidence requires verification with primary source
Verifies against DIA databases
No new info provided
High level of confidence the information or document is not forged or incorrect
Greater confidence in the identity
Advantages over traditional information matching
Privacy protective
Current, up to date data
Reduces risk of data loss or potential misuse


VisaView

°* On 29 November 2010 VisaView
was extended to include
confirmation of New Zealand
passport information held by the
New Zealand Passport Office

* This enables a registered
employer to confirm New Zealand
passport information to verify New
Zealand citizenship and
entitlement to work

Department of Internal Affairs
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Presentation Notes
On 29 November 2010 VisaView was extended to include confirmation of New Zealand passport information held by the New Zealand Passport Office
This enables a registered employer to confirm New Zealand passport information to verify New Zealand citizenship and entitlement to work
Leveraged off existing technology used by international border sector agencies
Employers must have disclosure agreement with DIA and consent of individual
History component to be released early 2011


ldentity Information Confirmation Bill

* This Bill supports the provision of a consent-
based service that will allow both private and
public sector agencies to check identity

iInformation provided by individuals seeking to
establish their identity
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Presenter
Presentation Notes
This Bill supports the provision of a consent-based service that will allow both private and public sector agencies to check identity information provided by individuals seeking to establish their identity
1st reading is complete, reported back from select committee, awaiting 2nd reading. 


Future DVS

* Leverages current DVS
technology

* Reduces time and cost of data
validation through more efficient
business processes

* Contributes to the long term
vision of removing the need for
physical documents

* Complements the igovt IVS with
a service that can support
validation of offline transactions
and provides a positive
migration path to igovt IVS use
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Presentation Notes
Automated system to system verification
High volume transactions
Leverages current DVS technology
Reduces time and cost of data validation through more efficient business processes
Contributes to the Identity Services long term vision of removing the need for physical documents
Complements the IVS with a service that can support validation of off-line transaction and provides a positive migration path to IVS usage
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IGOVT SERVICES
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Igovt logon service

People can use the same
username and password to access
different government services

gO'U’i' Log on

Department of Internal Affairs
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Presentation Notes
The igovt logon service is one logon, which can be integrated into an agency’s current website. It prevents agencies having to invest in logon technology and provide customers a single password and username that they can use across a number of government agencies. The logon can also use a second factor authentication, such as a text message, or linked token, if needed by the agency. The logon does not verify identity, but it does provide assurance that the same person is accessing the site subsequently. 

The igovt logon service maintains user privacy and does not track usage across agencies.


What are the igovt services?

igovt logon aps‘iency han
service L,Jra_mce o
user’s identity
< S
Proves the identity Proves that this Is
of the person wishing the same person
to use agency services as last interaction
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Igovt identity verification service

People can verify their
identity in real time for
high risk services

Igovt (usein.)
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Presentation Notes
The igovt identity verification service provides a high level of assurance in the identity of the person. It works by the user having an igovt ID, which uses the logon service to log in, then lets the user provide a set of information, or some of that set, to the organisation. The information is their full name, date of birth, place of birth and gender.

The igovt identity verification service is currently in its initial implementation stage and users (who are currently mostly genealogists) can order birth, death and marriage certificates classed as non-historical (ie. the person may still be living) online.

The igovt IVS is fast and simple and allows agencies to offer more services online.


igovt IVS — asserts identity online

'

3."“igovt: Please tell the 4."You are dealing

agency who lam” with Jenny’
igovt

5.“Hi Jenny, what can | do for you?”
Department of Internal Affairs



The igovt vision

* |govt at the centre of identity and
authentication for the economy
o Public sector
o Private sector
o By sector or community of interest
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The igovt journey

* Qver 2m transactions
* Over 310k logons & 924 igovt IDs

* igovt ID issuance from 4 fixed locations &
mobile office capability

* Usabillity focus
* Service focus
* New functionality

Information Security
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Presentation Notes
IVS Full Service: Issue to all New Zealanders and those who live here, irrespective of whether they hold a passport or recent grant of citizenship.

(If you fit the current criteria in the limited service – valid passport or citizenship by grant certificate issued after 1 Jan 2004, we can issue you an igovt ID at this office on Wednesdays and or Manukau office on Thursdays).

igovt LS: Release 9.5 - usability. Release 10 – high level view, replace infrastructure. Release 11 – Mobile device support, voice authentication support.


The pipeline as at 10 August 2011

o 26 Integrations live
12 agencies

o 14 integrations underway
9 new agencies

o 29 Integrations in discussion
14 new agencies

Department of Internal Affairs



User communities today

o Company directors & self employed
Electricians
Builders
Foresters
Motor vehicle traders
o Members of the public
Rate payers
Vehicle purchasers
o Public Servants
Finance staff

Igovt users starting to overlap

Department of Internal Affairs



Where are we heading?

Joint work programmes with key sectors
Service developments delivered to reflect sector and

agency needs

Expansion of igovt working with NZ post

o Support for issuing igovt IDs

o Integrating private sector organisations
o Developing new services that use igovt (e.g. online identity

& address verification)
Legislation

Department of Internal Affairs



Questions?
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Thank you
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